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Executive Summary
The State of North Carolina Statewide Information Security Manual (SISM) was established by the State CIO under authority N.C.G.S § 143B-1375, 143B-1376, and 143B-1378 to identify and implement information technology security controls. The policies, guidelines, and standards established by the SISM apply to all Information Environments that store, process, transmit, and/or can impact the security of NCDOT/DMV data.

STATUTORY LAW
https://www.ncleg.gov/EnactedLegislation/Statutes/PDF/BySection/Chapter_143B/GS_143B-1375.pdf
https://www.ncleg.gov/EnactedLegislation/Statutes/PDF/BySection/Chapter_143B/GS_143B-1376.pdf
https://www.ncleg.gov/EnactedLegislation/Statutes/PDF/BySection/Chapter_143B/GS_143B-1378.pdf

POLICIES, GUIDELINES AND STANDARDS
https://it.nc.gov/resources/cybersecurity-and-risk-management/esrmo-initiatives/statewide-information-security/
https://it.nc.gov/documents/statewide-data-classification-and-handling-policy
https://archives.ncdcr.gov/government/retention-schedules/state-agency-schedules/functional-schedule-north-carolina-state-0

GLOSSARY OF INFORMATION TECHNOLOGY TERMS
https://it.nc.gov/documents/statewide-glossary-information-technology-terms
https://csrc.nist.gov/glossary















PURPOSE

[bookmark: _Hlk69742734]The Security Evaluation Form (SEF) and its underlying assessment activities serve to provide NCDOT with an understanding of the third-party contractor’s security capabilities relevant to the third-party contractor’s access to NCDOT’s information resources.  The SEF is unlike a full security assessment in that the SEF typically does not require third-parties to submit technical evidence (e.g., screenshots, logs, packet captures, security scans, configuration exports, test results, etc.) to validate their stated security capabilities. This is important to understand because the third-party’s overall security capabilities are typically conceptual from NCDOT’s perspective and cannot be fully assessed and verified in a manner consistent with the Statewide Information Security Manual (SISM). For this reason, the outcome of this security evaluation is largely dependent on the third-party contractor’s ability to understand the security requirements established by NCDOT and provide meaningful and comprehensive responses to the questions in the SEF and throughout the assessment process.

SECURITY CONTROLS AND CAPABILITIES

The third-party contractor’s responses throughout the security evaluation are used to assess the third-party contractor’s overall security capabilities. Security capabilities are defined and evaluated by bringing together specific sets of security controls derived from the appropriately tailored baselines that together produce the required capabilities. The SISM establishes the security controls and capabilities that must be satisfied before information systems are permitted access to NCDOT’s data.

APPROACH AND USE OF THIS DOCUMENT

The security evaluation begins when the third-party contractor returns their completed SEF and supporting documentation to NCDOT for review. In addition to the third-party contractor’s responses to the security questions, they may be asked to provide copies of their applicable security program documents including policies, standards, procedures, plans, dataflows, network architecture diagrams, third-party risk assessment reports, etc. 

OUTCOMES

Submission of this report by the third-party does not guarantee a state-ready designation, nor does it guarantee that the North Carolina Department of Transportation (NCDOT) will procure services from the third-party.

Third-Party’s System Information

	Third-Party Name: 
System/Service Name:
Service Model:  (e.g. IaaS, PaaS, SaaS)
FIPS PUB 199 System Security Level:   (Moderate)
Fully Operational as of:  Enter the date the system became fully operational.
Number of Customers (State/Others):   Enter # of customers / # of other customers
Deployment Model: Is the service a Public Cloud, Government-Only Cloud, Federal Government-Only Cloud, or Other? If other, please describe.
System Functionality: Briefly describe the functionality of the system and service being provided. 








	Information Security Questionnaire

	
1. The Statewide Information Security Manual (SISM) was established by the State CIO under authority N.C.G.S § 143B-1375, 143B-1376, and 143B-1378. The policies and standards defined in the SISM apply to all systems and services that store, process, transmit, and/or could impact the security of NCDOT Data. It is important to understand a SOC 2 Type II (or equivalent) only indicates the third-party contractor’s policies, standards, and procedures were assessed as being compliant with generic industry accepted practices. A SOC 2 Type II (or equivalent) does not certify the third-party contractor’s services as being compliant with the NCDOT’s information security policies, guidelines, and standards (e.g., account lockout thresholds, employment background checks (local/State/Federal), minimum password requirements, data classification, change management, etc.).


	2. The term Personally Identifiable Information (PII) refers to information that can be used to distinguish or trace an individual’s identity, alone or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as name, date and place of birth, employer, home and work addresses, email address, phone number, mother’s maiden name, etc. 
The third-party contractor’s services will process Restricted and/or Highly Restricted NCDOT data that could be used to distinguish or trace an individual’s identity. 


	3. Describe the third-party contractor’s methodology for acknowledging and maintaining compliance with NCDOT’s information security policies, guidelines, and standards. 
i. Is the third-party contractor’s methodology documented in a policy document? 
ii. Does the methodology extend to all third parties supporting the third-party contractor’s services? Please explain in detail.  

	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.


	4. The System Security Plan (SSP) provides a summary of the security requirements of the information system(s) and describes the controls for meeting those requirements and defined responsibilities and expected behavior of all individuals who access the system. The SSP also contains or references other key security-related documents for the information system such as a risk assessment, Corrective Actions Plan (CAP), accreditation documentation, privacy threshold and impact assessment, contingency plan, configuration management plan, security configuration checklists and system interconnection agreements as appropriate.
i. Provide a System Security Plan (SSP) that addresses all applicable aspects of the third-party contractor’s proposed services and solution. Linked below is a copy of the State’s SSP template.
https://it.nc.gov/documents/system-security-plan-template
	If the third-party does not have an SSP, provides comprehensive response explaining how the third-party’s activities support the intent of the SSP. Please review the SSP template and understand the SISM requirements before responding.

	
5. Data Flow Diagrams: The purpose of a data flow diagram is to graphically represent data in all forms as it traverses systems including what changes the data and where it is stored at any given time. Examples of what could be represented in this diagram include data elements (name, address, phone, etc.), data format, encryption and compression, authentication, permissions, session, and registration (HTTP, SNMP, FTP, IRC, SSH, SSL, TLS, DES, 3-DES, AES, SSH, IMAP, RPC, SQL, NFS, API’s, Sockets and WinSock).

i. Provide data flow diagram(s) of the third-party contractor’s services. Attached is an example high-level data flow diagram.


	Provide a data flow diagram(s) that include all information systems that store, process, and/or transmit NCDOT/DMV data.

Please review the attachment and understand the intent of a data flow diagram before responding.

	6. Network Architecture Diagrams: The purpose of network architecture diagrams is to graphically represent the structure of a network and shows the components that make up a network and how they interact, including routers, devices, hubs, firewalls, servers, workstations, printer, etc.
i. Provide network architecture diagrams of the third-party contractor’s services.
	Provide network architecture diagrams.

	7. Does the third-party contractor have an external risk assessment report that demonstrates the third-party’s compliance to industry accepted guidelines (e.g., SOC 2 Type II, ISO 27001, FedRAMP, etc.) that addresses the scope of their proposed services?
i. Provide a copy of the third-party contractor’s external risk assessment report.
ii. Describe in detail how the third-party contractor will ensure all external entities supporting the third-party’s proposed services receive and maintain SOC 2 Type II (or equivalent) certifications for their roles in supporting the third-party contractor’s proposed services and solution.  
iii. Does the third-party contractor have and maintain formal agreements with external entities, such as for maintenance and service support for the third-party contractor’s service?
NOTE: It is important to understand a SOC 2 Type II (or equivalent) only indicates the third-party’s policies, standards, and procedures were assessed as being compliant with generic industry accepted guidelines. A SOC 2 Type II (or equivalent) does not certify the third-party’s services as being compliant with the State’s information security policies, guidelines, and standards (e.g., account lockout thresholds, employment background checks (local/State/Federal), minimum password requirements, data classification, change management, etc.). Third-party contractor must periodically perform formal security crosswalks between the third-party contractor’s policies/standards and the State’s policies/standards to ensure the proper security controls are in place to protect State data. (References: N.C.G.S § 143B-1375, § 143B-1378; SISM PS-7, CA-7, RA-3).
	Provide a copy of the third-party’s risk assessment reports and provide responses to the questions in Section 7.

Please respond to sections i – iii.


	8. Describe in detail how the third-party contractor’s proposed services support NCDOT’s Multi‐factor authentication (MFA) policy, guidelines, and standards. Specifically speak to Remote Access (SISM AC-17), and Nonlocal Maintenance (SISM MA-4).
i. Do the third-party contractor’s services enforce MFA for all administrative functions? Explain in detail.
ii. Do the third-party contractor’s services enforce MFA for all remote access to information systems that process State data? Explain in detail.
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

Please respond to sections i and ii.


	9. The North Carolina Identity Management Service (NCID) is the standard identity and access management platform provided by the Department of Information Technology. NCID is a web-based application that provides a secure environment for state agency, local government, business, and individual users to log in and gain access to real-time resources, such as customer-based applications and information retrieval.
i. Are the third-party contractor’s proposed services capable of integrating with the State’s NCID solution?
ii. Describe in detail how the third-party contractor’s services integrate with the North Carolina Identity (NCID) Service.
References:
https://it.nc.gov/ncid/
https://it.nc.gov/ncid-frequently-asked-questions
https://it.nc.gov/ncid-application-integration-requirements-airn-saml-based

	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	10. Provide a list of all entities that support the third-party contractor’s services along with a detailed description of their roles and responsibilities. 
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	11. All operating systems (OS) AND major application software components (e.g., Microsoft SQL, Apache Tomcat, Oracle Weblogic, etc.), must NOT be past N-1.  Applications which are not operating on the most recent platform MUST have a roadmap to upgrade with a State approved timeline.  
i. Do the third-party contractor’s proposed services support the State’s N-1 requirement?
ii. Explain in detail how the third-party maintains the N-1 standard.
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	12. Does the third-party contractor’s proposed services meet Federal Records Management Requirements, including the ability to support record holds, National Archives and Records Administration (NARA) requirements, and Freedom of Information Act (FOIA) requirements?
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	13. Does the third-party contractor’s services handle, store, process and/or transmit State data outside the physical boundaries of the United States? If yes, explain in detail.
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	14. Are FIPS 140-2 Validated or National Security Agency (NSA)-Approved cryptographic modules consistently used where cryptography is required? Explain in detail.
The Statewide Data Classification and Handling Policy is located here:
https://it.nc.gov/documents/statewide-policies/statewide-data-classification-handling-policy/open

The Statewide Media Protection Policy is located here:
https://files.nc.gov/ncdit/documents/Statewide_Policies/SCIO_Media_Protection.pdf

	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	15. Do the third-party contractor’s services encrypt State data in-transit and at rest? Explain in detail.
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	16. Do any information system components used by the third-party contractor to store, process, transmit, and/or can impact the security and privacy of NCDOT data use deprecated transport layer protocols (e.g., SSL, TLS 1.0, TLS 1.1)?  1.1)? Explain in detail.
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	17. State requires minimum 8-character complex passwords (Upper, Lower, Special Character and Numerical)?
i. Explain in detail how the third-party’s services enforce the State's password policy and standards (SISM AC, IA, MA, SC, SI, SA).
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	18. Explain in detail how the third-party contractor’s services detect, contain, and eradicate malicious software? [SISM SI-3, SISM SI-3, SISM MA-3]
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	19. Explain in detail how the third-party contractor’s services store audit data in a tamper-resistant manner and meets chain of custody and e-discovery requirements? [SISM AU-7, SISM AU-9]
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	20. Explain in detail how the third-party contractor’s services detect unauthorized or malicious use of the systems, including insider threat and external intrusions? [SISM SI-4, SISM SI-4 (4), SISM SI-7, SISM SI-7 (7)]
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	21. Explain in detail how the third-party contractor performs security code analysis (static and dynamic) and evaluates code for security flaws, as well as identify, track, and remediate security flaws? [SISM SA-11]
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	22. Explain in detail how the third-party contractor’s records retention policy, standards, practices, and information systems adhere to the State’s functional records schedule. [DNCR Functional Schedule, DNCR Information Technology, DNCR Risk Management, SISM AU-7, SISM AU-11]?
A “Record” is defined as a set of data (logical and physical) treated as a unit. Examples include, but are not limited to, IT Security Program documents, data flow and architecture diagrams, system/application diagrams, change management activities, risk management activities, vulnerability scan results, system/application logs, etc.

i. 911.3 Data Documentation Records
Records concerning data in automated systems; includes data element dictionary, file layout, code book or table, Entity relationships tables, and other records related to the structure, management, and Entity of data
RETAIN UNTIL: System is discontinued and/or replaced
PLUS: 3 years 
THEN: Destroy

ii. 914.< Digitization and Scanning Records
Records concerning data entry and imaging operations; includes quality control records and paper records that are digitized.
RETAIN UNTIL: Digitized 
PLUS: 10 days 
THEN: Destroy NOTE: The digital surrogate becomes the record copy and must be retained according to the disposition instructions for that record type.

iii. 915.3 Electronic Records Policies
Records documenting the policies and procedures employed by the agency to maintain authentic and accessible electronic records.
RETAIN UNTIL: Superseded/Obsolete 
PLUS: 3 years
THEN: Destroy

iv. 924.1(1) Network and System Security Records
Records documenting the security of networks and systems; includes records concerning firewalls, anti-virus programs, and other related records.
RETAIN FROM: Creation
PLUS: 1 year 
THEN: Destroy*

v. 924.1(2) Network and System Security Records
records documenting access requests and authorizations, system access logs, and other related records
RETAIN FROM: Creation 
PLUS: 1 year 
THEN: Destroy

vi. 924.2 Network and System Security Records
Records documenting incidents involving unauthorized attempted entry or probes on data processing systems, information technology systems, telecommunications networks, and electronic security systems, including associated software and hardware; includes logs, extracts, compilations of data, and other related records
RETAIN FROM: Creation 
PLUS: 2 years 
THEN: Destroy*

vii. 926.3 System Documentation
records documenting operating systems, application programs, structure and form of datasets, system structure, and system-to-system communication; includes system overviews, dataset inventories, server names, IP addresses, purpose of the systems, Entity-supplied documentation, installed software, and current source code.
RETAIN UNTIL: Superseded/Obsolete
PLUS: 3 years 
THEN: Destroy

viii. 1623.3 Disaster Recovery Records
Records concerning minor or routine agency recovery operations that are managed with minimal disruption to normal operations
RETAIN UNTIL: Complete 
PLUS: 3 years 
THEN: Destroy

ix. 1314.2 Consultant, Contractor, Provider, and Entity Due Diligence Records
Records documenting the evaluation of consultants, contractors, providers, and entities with whom the agency conducts business; includes financial stability, information security risk assessments, and other related records
RETAIN UNTIL: Contract expires 
PLUS: 2 years 
THEN: Destroy

	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

Please explain in detail how the third-party’s services and solution support the SISM/DNCR requirements outlined in sections i – ix.


	23. Does the third-party contractor have the capability to notify the State within 24 hours of suspected and/or confirmed incidents? Explain in detail.
	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	24. If the third-party contractor’s services provide email “send as” capabilities, does it support DMARC and DKIM for email protection? If not, explain in detail.
	If the system does not support this feature, do not answer Y or N. Instead, state “Not Applicable” here.

	25. Describe in detail how the third-party contractor’s services support NCDOT’s Data Protection and Classification policy, guidelines, and standards. Specifically speak to Security Impact Analysis (SISM CM-4), Media Protection Policy (SISM MP-1), Media Marking (SISM MP-3), Media Storage (SISM MP-4), Media Transport (SISM MP-5), Media Sanitization (SISM MP-6), Media Use (SISM MP-7), Prohibit Use Without Owner (SISM MP-7(1)), Security Categorization (SISM RA-2), and the Statewide Data Classification Policy. 
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Data Protection and Classification Policies, guidelines, and standards. 

Please address each of the SISM requirements listed in question #25 in your response. Please review and understand the SISM requirements before responding.

	26. Describe in detail how the third-party contractor’s services support NCDOT’s Incident Response policy, guidelines, and standards. Specifically speak to Incident Response Plan Testing (SISM IR-3), Incident Response Plan Testing (SISM IR-3(2)), Incident Handling (SISM IR-4), Incident Monitoring (SISM IR-5), Incident Reporting (SISM IR-6), and Incident Response Plan (SISM IR-8).
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Incident Response policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #26 in your response. Please review and understand the SISM requirements before responding.

	27. Describe in detail how the third-party contractor’s services support NCDOT’s Contingency Planning policy, guidelines, and standards. Specifically speak to Contingency Planning Policy (SISM CP-1), Contingency Plan (SISM CP-2), Contingency Plan Training (SISM CP-3), Contingency Plan Testing and Exercises (SISM CP-4), Contingency Plan Alternate Storage Site (SISM CP-6), Contingency Plan Alternate Processing Site (SISM CP-7), Information System Backup (SISM CP-9), Testing for Reliability/Integrity (CP-9(1)), and Information System Recovery and Reconstitution (SISM CP-10).
i. Describe in detail how the third-party contractor’s services recover the system(s) to a known and functional state following an outage, breach, DoS attack, or disaster? [SISM CP-2, SISM CP-9, SISM CP-10]
ii. Do the third-party contractor’s services have alternate storage and processing facilities? [SISM CP-6, SISM CP-7]. If yes, explain in detail.
iii. Does the third-party contractor have service level agreements (SLAs) in place with all third-party service providers including telecommunications providers? [SISM CP-8]
iv. Describe in detail the third-party contractor’s information systems log recovery capabilities for each of the systems that handle, store, process, transmit, and/or can impact the security and privacy of NCDOT data?
v. Provide copies of the Business Impact Analysis (BIA) and Disaster Recovery Plan (DRP) for the third-party’s proposed services. Attached are templates.


[bookmark: _MON_1690684275][bookmark: _MON_1650869376]        

	

Describe in detail how the third-party’s proposed solution supports NCDOT’s Contingency Planning policy, guidelines, and standards and provide copies of the third-party’s PIA and BIA.

Please address each of the SISM requirements listed in question #27 in your response. Please review and understand the SISM requirements before responding.

Please respond to sections i – v.


	28. Describe in detail how the third-party contractor’s services support NCDOT’s Configuration Management policy, guidelines, and standards. Specifically speak to Configuration Management Policy (SISM CM-1), Baseline Configuration (SISM CM-2), Configuration Change Control (SISM CM-3), Security Impact Analysis (SISM CM-4), Access Restrictions for Change (SISM CM-5), Configuration Settings (SISM CM-6), Least Functionality (SISM CM-7), Information System Component Inventory (SISM CM-8), Automated Unauthorized Component Detection (SISM CM-8(3)), Configuration Management Plan (SISM CM-9), Software Usage Restrictions (SISM CM-10), Separation of Duties (SISM AC-5), Remote Access (SISM AC-17), Timely Maintenance (SISM MA-6), Continuous Monitoring (SISM CA-7), Flaw Remediation (SISM SI-2), Malicious Code Protection (SISM SI-3), System Development Life Cycle (SISM SA-3), and Developer Configuration Management (SISM SA-10).
i. Provide a copy of the third-party contractor’s Change Management Policy, Standards and Procedures.
ii. Provide a copy of the third-party contractor’s Configuration Management Plan, Policy, Standards and Procedures. 
iii. Does the third-party contractor’s change management capability include a fully functioning Change Advisory Boards (CAB)/ Technical Review Boards (TRB)? 
iv. Does the third-party contractor have and use development and/or test environments to verify changes before implementing them in the production environment? 
v. Within the third-party contractor’s proposed solution, are all products and services still actively supported?  
vi. Does the third-party contractor have a lifecycle management plan that ensures products are updated before they reach the end of life?
vii. Provide a copy of the third-party contractor’s Security Impact Analysis (SIA) for the third-party’s proposed solution. Below is a Security Impact Analysis template (SISM CM-4).


	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Configuration Management policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #28 in your response. Please review and understand the SISM requirements before responding.

Please respond to sections i – vii.



	29. Describe in detail how the third-party contractor’s services support NCDOT’s System and Communications Protection policy, guidelines, and standards. Specifically speak to Policy (SISM SC-1), Application Partitioning (SISM SC-2), Information in Shared Resources (SISM SC-4), Denial of Service Protection (SISM SC-5), Boundary Protection (SISM SC-7), Transmission Confidentiality and Integrity (SISM SC-8), Network Disconnect (SISM SC-10), Cryptographic Key Establishment and Management (SISM SC-12), Cryptographic Protection (SISM SC-13), Public Key Infrastructure Certificates (SISM SC-17), and Mobile Code (SISM SC-18).
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s System and Communications Protection policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #29 in your response. Please review and understand the SISM requirements before responding.

	30. Describe in detail how the third-party contractor’s services support NCDOT’s Identification & Authentication policy, guidelines, and standards. Specifically speak to Access Control (SISM AC-1), Account Management (SISM AC-2), Automated System Account Management (SISM AC-2(1)), Removal of Temporary / Emergency Accounts (SISM AC-2(2)), Disable Inactive Accounts (SISM AC-2(3)), Automated Audit Actions (SISM AC-2(4)), Access Enforcement (SISM AC-3), Information Flow Enforcement (SISM AC-4), Separation of Duties (SISM AC-5), Least Privilege (SISM AC-6), Unsuccessful Logon Attempts (SISM AC-7), System Use Notification (SISM AC-8), Session Lock (SISM AC-11), Pattern-Hiding Displays (SISM AC-11(1), Session Termination (SISM AC-12), Remote Access (SISM AC-17), Remote Access Automated Monitoring / Control (SISM AC-17(1)), Remote Access – Protection of Confidentiality / Integrity Using Encryption (SISM AC-17(2)), Remote Access – Managed Access Control Points (SISM AC-17(3)), Remote Access – Privileged Commands / Access (SISM AC-17(4)), Access Control for Mobile Devices (SISM AC-19), Access Control for Mobile Devices – Full Device / Container- Based Encryption (SISM AC-19(5)), Use of External Information Systems (SISM AC-20), Use of External Information Systems – Limits on Authorized Use (SISM AC-20(1)), Information Sharing (SISM AC-21), and Publicly Accessible Content (SISM AC-22).
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Identification & Authentication policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #30 in your response. Please review and understand the SISM requirements before responding.

	31. Describe in detail how the third-party’s services support NCDOT’s Media Protection policy, guidelines, and standards. Specifically speak to Policy (SISM MP-1), Media Access (SISM MP-2), Media Marking (SISM MP-3), Media Storage (SISM MP-4), Media Transport (SISM MP-5), Media Sanitization (SISM MP-6), Media Use (SISM MP-7), and Media Use – Prohibit Use Without Owner (SISM MP-7(1)).
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Media Protection policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #31 in your response. Please review and understand the SISM requirements before responding.

	32. Describe in detail how the third-party contractor’s services support NCDOT’s Personnel Security policy, guidelines, and standards. Specifically speak to Policy (SISM PS-1), Position Risk Designation (SISM PS-2), Personnel Screening (SISM PS-3), Personnel Termination (SISM PS-4), Personnel Transfer (SISM PS-5), Access Agreements (SISM PS-6), and Third-Party Personnel Security (SISM PS-7).
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Personnel Security policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #32 in your response. Please review and understand the SISM requirements before responding.

	33. Describe in detail how the third-party contractor’s services support NCDOT’s Risk Assessment policy, guidelines, and standards. Specifically speak to Policy (SISM RA-1), Security Categorization (SISM RA-2), Risk Assessment (SISM RA-3), Vulnerability Scanning (SISM RA-5), Vulnerability Scanning – Update Tool Capability (SISM RA-5(1)), Vulnerability Scanning – Frequency of Updates (SISM RA-5(2)), and Vulnerability Scanning – Privileged Access (SISM RA-5(5)).
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Risk Assessment policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #33 in your response. Please review and understand the SISM requirements before responding.

	34. Describe in detail how the third-party contractor’s services support NCDOT’s Physical & Environmental Protection policy, guidelines, and standards. Specifically speak to Policy (SISM PE-1), Physical Access Authorizations (SISM PE-2), Physical Access Control (SISM PE-3), Access Control for Transmission Medium (SISM PE-4), Access Control for Output Devices (SISM PE-5), Monitoring Physical Access (SISM PE-6), Monitoring Physical Access – Intrusion Alarms (SISM PE-6(1)), Visitor Access Records (SISM PE-8), Power Equipment and Cabling (SISM PE-9), Emergency Power (SISM PE-11), Fire Protection (SISM PE-13), Fire Protection – Automatic Fire Suppression (SISM PE-13(3)), Delivery and Removal (SISM PE-16), Alternate Work Site (SISM PE-17), and Location of Information System Components (SISM PE-18).
	Describe in detail how the third-party’s proposed services and solution supports NCDOT’s Physical & Environmental Protection policy, guidelines, and standards. 

Please address each of the SISM requirements listed in question #34 in your response. Please review and understand the SISM requirements before responding.

	35. When Critical or High software vulnerability are identified and patching is not an option, what Continuous Monitoring activities does the third-party perform to maintain visibility and identify if the known vulnerabilities been exploited? 

i. How does the third-party contractor track known vulnerabilities that cannot be remediated? 

ii. Submit a Corrective Actions Plan (CAP) that identifies all third-party contractor vulnerabilities and security controls that do not comply with or meet the intent of the security requirements established in the State of North Carolina Statewide Information Security Manual (SISM).

The CAP template can be found here:
https://it.nc.gov/documents/files/corrective-action-plan-template-v1/open

The CAP instructions can be found here:
https://it.nc.gov/documents/files/corrective-action-plan-instructions/open

	Third-party provides a comprehensive response here. Please review and understand the SISM requirements before responding.

	
36. Policies, Procedures, and Training
The third-party contractor must indicate the status of their policies, standards, and procedures coverage.
To answer “Yes” to a policy, it must be fully developed, documented, and disseminated; and it must address purpose, scope, roles, responsibilities, management commitment, coordination among entities, and compliance. A single policy document may address more than one family provided the requirements of each “1” are fully addressed.
Third-party contractors must establish their own set of policies, standards, and procedures. They cannot be inherited from a leveraged system or service provider. Any exceptions and/or missing policy and procedure elements must be explained in comments section.



	Family
	Policy
	Standards
	Procedures
	Document Title, Version, and Last Review Date
	Comments

	
	Yes
	No
	Yes
	No
	YES
	No
	
	

	Access Control
[SISM AC-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures: 
	

	Awareness & Training 
[SISM AT-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures: 
	

	Audit & Accountability [SISM AU-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Security Assessment & Authorization 
[SISM CA-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Configuration Management 
[SISM CM-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Contingency Planning
[SISM CP-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Identification & Authentication 
[SISM IA-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Incident Response 
[SISM IR-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Maintenance 
[SISM MA-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Media Protection 
[SISM MP-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Physical & Environmental Protection
[SISM PE-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Personnel Security 
[SISM PS-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Risk Assessment 
[SISM RA-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	System & Services Acquisition 
[SISM SA-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	System & Communications Protection 
[SISM SC-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	System & Information Integrity 
[SISM SI-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
	

	Planning 
[SISM PL-1]
	
	
	
	
	
	
	Policy: 
Standards: 
Procedures:
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	Authorized Signature:
	

	Name and Titled (Typed):
	

	Date:
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1. Introduction

As an essential Risk Management activity, the System Owners must conduct a Business Impact Analysis (BIA) to document the business impact of a service disruption to critical information systems, resources, components, and services.  The BIA is developed to:   

· Validate alignment with Mission Essential Functions (MEFs) and Essential Supporting Activities (ESAs)

· Determine the criticality of mission/business processes through an all-hazards risk analysis

· Identify risk mitigation and recovery strategies based on criticality

· Identify resource requirements needed to resume mission/business processes and related interdependencies (facilities, personnel, equipment, software, data files, system components, vital records, etc.)

· Identify recovery priorities for sequencing recovery and resources

The BIA helps identify preventive controls for the functions and resources, and in developing the Contingency Plan.  It should serve as a starting point for the disaster recovery planning and define key parameters such as maximum tolerable downtime (MTD),  recovery time objectives (RTO),  recovery point objectives (RPO) and resources/materials needed for business continuity.  It should also be used to support the development of other continuity plans associated with the function, including, but not limited to, Incident Response Plan (IRP), Business Continuity Plan (BCP), and Continuity of Operations Plan (COOP).

2. Purpose

A Business Impact Analysis (BIA) is a method for analyzing how disruptions may impact an organization. The analysis considers the timescales of a potential disruption, and looks at the resulting impacts on critical information systems and services; and the supporting processes and activities. This document describes the process to be performed by System Owners and relevant stakeholders when developing a BIA. One of the most valuable aspects of the BIA is the estimation of impacts tied to downtime. Understanding legal/regulatory, financial, reputational, contractual, operational, and other impacts enable the organization to develop the business case, with appropriate justification, to select, implement, and maintain business continuity strategies. 

3. Scope

The BIA identifies the critical business activities and resources necessary to deliver the organization’s critical products and services. By understanding how the organization delivers its products and services, the BIA process may uncover activities or resources that were not originally in the program’s scope. Also, by understanding activity and resource impacts associated with disruption, the organization can identify which activities and resources need to be performed, regardless of circumstance, and which may have an impact on the organization’s information systems and services.

4. Roles and Responsibilities

The following definitions of the roles and responsibilities identify the key stakeholders and their actions in developing a business function BIA.  These definitions follow the pattern established by NCDIT-T business function BIA development.  

a. System Owner:  Has primary responsibility for the BIA, including development and ongoing maintenance.  This includes writing the BIA report and holding working sessions to collect information and to achieve consensus on the details, including impacts from potential threats and hazards.  

b. Subject Matter Experts (SMEs):  Will provide support to the development and ongoing maintenance.  The SMEs include groups that provide a wider perspective, especially for impacts to related or interdependent funcions.  SME’s also help formulate more efficient and effective mitigation strategies.   

c. Continuity Program (CP):  Will provide monitoring and verification that BIAs are completed as part of the organization’s System Development Life Cycle (SDLC) process for new developments, are regularly maintained as part of the organization’s change management process, and are reviewed and updated at least every three (3) years or after significate changes.  This support can include direct involvement in the BIA working sessions to guide the BIA team on the details of the BIA content.  It can also include providing comments and reviews that help maintain the level of detail and content across the organization.

d. [bookmark: _Hlk80005079]Information Security Analyst:  Will evaluate the BIA to:

· Identify information systems and components that store, process, transmit, and/or can impact the security and privacy of State data.

· Identify and communicate all applicable security and privacy requirements to relevant stakeholders. 

e. Leadership:  Will review the BIA findings and verify the risk based analysis and mitigation strategies reflect the needs of the organization. 

5. Critical Timeframes 

The BIA process should be integrated into the existing IT Security Program processes including the System Development Life Cycle and the change management process. This ensures the BIA is initially completed and verified before the business function is deployed in production.  It also ensures changes to the business function occurring over time are evaluated for impacts to the BIA and updates due to these impacts are routinely completed.  

The BIA development should begin during the Initiation, Concept, and Planning phase of the System Development Life Cycle.  These actions include the initial discussions around the new function’s relationship to the Organization, ESAs, and the risk analysis.  Risk mitigation strategies are proposed and initial values for MTD, RTO,  RPO, and resources/materials needed for business continuity are defined.  

The BIA development should continue into the Requirements Analysis and Design phase of the System Development Life Cycle.  As the business function design matures and trade-offs are incorporated, the BIA needs to be reviewed for impacts these trade-offs and changes may require.  These continuing reviews ensure the BIA represents the final business function design.  It is during this phase that the Contingency Plans (CPs) for the supporting infratstructure are developed based on the final BIA.

The BIA and the CPs should be verified during the Development and Test phase of the System Development Life Cycle.  Parameters such as the MTD, RTO, and RPO should be verified or changed to reflect the final business function capabilities.  

The BIA should be reviewed every three (3) years and/or updated when changes are made to the business function as part of the Operations & Maintenance and Disposition phase of the System Development Life Cycle.  This is when the change management cycle becomes the key to ensuring the BIA is always updated to reflect the current business function design.  The change management cycle should have hooks that cause an analysis of impacts to the BIA to be performed for all proposed function changes.  All the steps should be completed for the review every three (3)years or for updates due to changes.  

6. BIA Process Steps



The initial step in developing the BIA is to determine the MEFs and ESAs for the Organization.  Once leadership establishes the MEFs and ESAs, the business function in the BIA can be aligned with the relevant MEFs and ESAs or can be identified as a function that is not aligned.  These determiniations can then be used as the basis for the risk analysis and mitigation planning.  This ensures an acceptable level of risk is maintained across the Organization while at the same time, organizational resources are assigned as efficiently and effectively as possible.    

The following steps should be performed to fill out the BIA template.  The various stakeholders and SMEs associated with the business function should be brought into the BIA process as required, including the Continuity Program for templates and guidance, plus the system maintainers and DR resources for consultation and concurrence for technology.  

Step 1:  Collect the details describing the business function.  This collection represents the Business Process Analysis (BPA) portion of the BIA.  These details include function alignments with MEFs and ESAs, outputs and inputs, dependencies, identification of leadership and required staff, communications and information systems, alternate location requirements, and identification of resources and funding to perform the business function.  

Step 2:  Perform an all-hazards risk analysis that considers risks posed by all conditions, environmental or manmade, that have the potential to cause injury, illness, or death; damage to or loss of equipment, infrastructure services, or property; or causing functional degradation.  Applicable threats and hazards must be analyzed against the business function elements, including interdependencies, to determine the extent of impacts of business function failure.  

The analysis may be performed by following the steps shown in the BIA template to consider a wide range of threats and hazards.  Or the analysis may be performed using a level of risk study, if available.  

The analysis may be performed as a series of working sessions with representatives of the business along with a variety of SMEs so that each threat and hazard can be thoroughly evaluated for its impacts on the people, processes, and technology involved with the business function.  

The outcome is a list of threats and hazards that need to be mitigated in order to meet the performance requirements of the business function while maintaining an acceptable level of risk.  

Step 3:  Develop mitigation plans for the identified threats and hazards that can be implemented within the constraints of the Organization, including people, process, technology, and budget.  Also develop a description of the remaining risk assuming the mitigation is properly implemented.  For example, if the threat is a failure of an IT system, the mitigation plan may be for System Owner (or designee) to recover the system within 12 hours.  The remaining risk that needs to be communicated to Leadership is the business function can be lost for up to 12 hours.  If Leadership agrees, this is an example of acceptable risk?

Step 4:  Review the draft BIA with Leadership and gain concurrence on the mitigation plans and on the remaining level of risk.  

Step 5:  Release the BIA for use by the other stakeholders and processes across the Organization.  For instance, the key parameters and mitigation strategies represent performance requirements for organizations such and service levels for support provided by the function to other business functions.   

		This template is designed to assist the System Owners (or designees) in performing a Business Impact Analysis (BIA) on their business functions and supporting resources.  The template is a basic guide and may be modified as required to accommodate the specific functions and resources as long as the prescribed information collection and analyses are completed.  

As an essential part of Continuity Risk Management Activities, the Business and System Owners (or designees) must conduct the BIA every three (3) years, or after significant changes to document the business impact of a service disruption to mission essential functions. The BIA is developed to:   

· Determine mission/business processes and recovery criticality;

· Identify resource requirements needed to resume mission/business processs and related interdependencies (facilities, personnel, equipment, software, data files, system components, and vital records), and 

· Identify recovery priorities for sequencing recovery and resources.

The BIA will help inform the Contingency Planning process in identifying preventive controls for the functions and resources, and in developing the Contingency Plan.  It may serve as a starting point for the disaster recovery planning and examine recovery time objectives (RTO),  recovery point objectives (RPO) and resources/materials needed for business continuity.  It may also be used to support the development of other contingency plans associated with the function, including but not limited to, Incident Response Plan (IRP), Business Continuity Plan (BCP), and Continuity of Operations Plan (COOP).  

Figure 1 shows the relationship between RPO, RTO and maximum tolerable downtime (MTD), to assist in determining these factors while completing this BIA.  
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Figure 1





Business Impact Analysis (BIA) for Business Function





		

		Disaster Recovery Plan

		



		[bookmark: Title1]

		Y/N

		Comments/Details required for DR

		



		DR Required?

		

		

		



		Mitigation Required?

		

		

		



		BCP/COOP Required?

		

		Comments/Details/ Equipment Dependencies

		



		

		

		

		



		Business Function Cross-Reference

		



		BIA Meeting Dates

		



		BIA Facilitated By

		







Blue text is instructional information.  

1. IDENTIFY SYSTEM POINTS OF CONTACT

Identify the individuals, positions, or offices within and outside of your organization that depend on or support the system, also specify the relationship to the information systems.    

Complete the following table before or after the BIA working sessions. Copy the table for each critical process.  

		[bookmark: Title16]Points of Contact

		Name, Title, and Organization

		Critical to Completing the Process

(Yes, No / Subject Matter Expert)

		Office/Work Location

		Alternate Office/Work Location

		Cell/Phone #

		Email



		Business Owner

		

		

		

		

		

		



		System Owner

		

		

		

		

		

		



		Subject Matter Expert (SME) (Repeat row as needed)

		

		

		

		

		

		



		Continuity Program (CP) Administrator (Repeat row as needed)

		

		

		

		

		

		



		Information Security Analyst (ISA) (Repeat row as needed)

		

		

		

		

		

		



		Executive Sponsor (Repeat row as needed)

		

		

		

		

		

		



		Conference Bridge Information

		Numbers



		Dial-In Number:

		



		Web-Conference Link

		



		Conference Code:

		

		Leader Pin #:

		



		GAL Distribution Lists

		Comments



		

		



		

		



		

		





2. OVERVIEW AND CRITICAL BUSINESS PROCESSES

This section is provided to focus on your business function only. Section 4 is to be used for identifying those information systems that your business function has a dependency on or that depends on your business function.

Document all the functions performed in the following table to establish a complete list of functions or services provided by the Business Owner.  Work through the list and identify the essential functions, criticality of essential functions, and the purpose and process of the application. Include the Mission Essential Functions (MEFs), Essential Supporting Activities (ESAs), criticality of essential functions, supporting infrastructure, and other information resources. 

The Mission Essential Functions (MEFs) are:

1. Add MEFs…. 

2. Add MEFs…. 

3. Add MEFs…. 

4. Add MEFs…. 

5. Add MEFs…. 

6. Add MEFs…. 

7. Add MEFs…. 



The Essential Supporting Activities (ESAs) are:

1. Add ESAs…. 

2. Add ESAs…. 

3. Add ESAs…. 

4. Add ESAs…. 

5. Add ESAs…. 

6. Add ESAs…. 

7. Add ESAs…. 

8. Add ESAs…. 



		

		Function Performed by the Information System

		Which MEFs or ESAs does it support

		Identify any Critical deadlines / time periods in the system Cycle

		Critical dependencies or resources needed  

		Identify any functions or systems that are dependent on this function





		1.

		

		

		

		

		



		2.

		

		

		

		

		



		3.

		

		

		

		

		



		4.

		

		

		

		

		



		5.

		

		

		

		

		



		6.

		

		

		

		

		



		7.

		

		

		

		

		



		8.

		

		

		

		

		



		9.

		

		

		

		

		



		10.

		

		

		

		

		



		11.

		

		

		

		

		



		12.

		

		

		

		

		



		13.

		

		

		

		

		



		14.

		

		

		

		

		



		15.

		

		

		

		

		



		16.

		

		

		

		

		







3. [bookmark: Title3]CRITICAL BUSINESS PROCESS PERFORMANCE

Explain the mission critical business processes that support your organization.  This should include all your business processes.  Once those are documented, define a process owner and a general recovery objective (more detailed peak times should be defined in the next section). Analyze the impact(s) the function’s disruption will have to the MEFs and the information type(s) processed by the function. The following  11 information types should be used when considering each function:

		Investigation, Intelligence-Related, And Security Information 

		Information related to investigations for law enforcement purposes; intelligence-related information that cannot be classified, but is subject to confidentiality and extra security controls. Includes security plans, contingency plans, emergency operations plans, incident reports, reports of investigations, risk or vulnerability assessments certification reports; does not include general plans, policies, or requirements.



		Information About Persons

		Information related to personnel, medical, and similar data. Includes all information covered by the Privacy Act of 1974 (e.g., salary data, social security information, passwords, user identifiers (IDs), CFR 6 Part 37 - Real ID Act, 18 U.S. Code § 2721 - Driver’s Privacy Protection Act, Equal Employment Opportunity (EEO) personnel profile (including home address and phone number), medical history, employment history (general and security clearance information), and arrest/criminal investigation history as well as personally identifiable information (PII), individually identifiable information (IIF), or electronic personal health information (ePHI) covered by the Health Insurance Portability and Accountability Act of 1996 (HIPAA).



		Financial, Budgetary, Commercial, Proprietary And Trade Secret Information

		Information related to financial information and applications, commercial information received in confidence, or trade secrets (i.e., proprietary, contract bidding information, and restricted and highly restricted information. Also included is information about payments, payroll, automated decision making, procurement, market-sensitive, inventory, other financially-related systems, and site operating and security expenditures.



		Internal Administration

		Information related to the internal administration of the organization. Includes personnel rules, advance information concerning procurement actions, management reporting, etc.



		Other Federal and State Agency Information

		Information, the protection of which is required by statute, or which has come from another State or Federal agency and requires release approval by the originating organization.



		New Technology Or Controlled Scientific Information

		[bookmark: _Hlk38990529]Information related to security features; proprietary information that is prohibited from disclosure



		Operational Information

		Information that requires protection during operations; usually time-critical information.



		System Configuration Management Information

		Any information pertaining to the internal operations of a network or computer system, including but not limited to network and device addresses; system and protocol addressing schemes implemented at an agency; network management information protocols, community strings, network information packets, etc.; device and system passwords; device and system configuration information.



		Other Sensitive Information

		Any information for which there is a management concern about its adequate protection, but which does not logically fall into any of the above categories. Use of this category should be rare.



		Public Information

		Any information that is declared for public consumption by official authorities.  This includes information contained in press releases approved by the Office of Public Affairs or other official sources.  It also includes Information placed on public access world-wide-web (WWW) servers.







		[bookmark: Title4]Critical Business Process(es)

		Information Type(s)

		Information System Owner

And Department

		Recovery Time Objective (RTO)

		Recovery Point Objective (RPO)



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		







4. BUSINESS PROCESS CRITICAL TIME INFORMATION

Document the critical peak times of any day, week, month, or year for the business function.  For instance, these times include when batch jobs are normally processed, when periodic workloads such as end of month financial applications are needed, or when an open enrollment period occurs. 

 

		[bookmark: Title5]Critical time of day / month / year / project



		







5. SYSTEM/APPLICATION DEPENDENCY

Document all systems and applications resources required for continuing critical business processes during an outage. Is the function fully reliant on any/all of these dependencies for continued operation? Describe the relationship between the function and each dependency.

Describe the business process and data that your function relies on from each dependency.

Identify the necessary recovery time needed for each dependency that affects your function and business process(es). How long will it take to have a major impact to the operation of your function’s business process(es) i.e. minutes, hours, days, weeks, and/or months (System Downtime and Age of Data)? 	

		[bookmark: Title6]Systems and Applications Resources

		Description of Business Process and Data

		Organization Controlled Only? (Y/N)

		Is There a Documented Backup Plan? (Y/N)

		System Downtime

		Age of Data



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		





6. OTHER REQUIREMENTS / DEPENDENCIES NOT IDENTIFIED ABOVE

Document any additional requirements, such as indirect support, for continuing critical business processes during an outage.	

		Software/ Application/System

		Description of Business Process and Data

		Organization Controlled Only? (Y/N)

		Is There a Documented Backup Plan? (Y/N)

		System Downtime

		Age of Data



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		







7. [bookmark: Title8]KEY SUPPORT PERSONNEL

Include contact information of the staff, other organizations, and Third Party Contractors who provide both direct and indirect support for the critical information systems, resources, components, and services.  Is the Third Party Contractor a sole source vendor for your function and do they have a Business Continuity Plan (BCP)?

		[bookmark: Title7]Name and Organization

		Service Description and Data Elements

		Sole Source Vendor? (Y/N)

		Does The Vendor Have A BCP? (Y/N)

		Does a Service Level Agreement exist? (Y/N)



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		





8. ONGOING BUSINESS CHANGES

Document any ongoing or planned changes that could impact the business functions or supporting information systems and resources. Describe the change and the estimated impact to the Critical Business Process(es) identified in Section 2, including the schedule for the planned changes.	

		[bookmark: Title9]Description of the Change

		Estimated Impact



		

		



		

		





9. BUSINESS FUNCTION INFORMATION

Provide a general description of the business function(s) and the associated information system architecture.  From start to finish, describe how the function is performed.  Include information about who it serves, what it produces, what it needs, etc.  

For the associated information system, indicate the physical information environment(s), general location of users, and partnerships with external organizations/systems.  Include information regarding any other technical considerations that are important for recovery purposes, such as backup procedures. 

Note: Information for this section should be available from the information system’s security and architecture design documentation. Please consult your System Developer and Maintainer for assistance, if necessary.

		[bookmark: Title10]Description



		







10.  IDENTIFY INFORMATION SYSTEM REQUIREMENTS

Document any identified application specific information including hardware, software, and other resources such as data files needed to support the mission/business processes identified in Section 2, unless otherwise stated.  Information for this section should available from the information system’s security and architecture design documentation. Please contact your system developer and administrator for assistance, if necessary.

		Hardware Name

		Hardware Type 

		Description



		

		

		



		

		

		



		

		

		



		

		

		







		Platform/OS/Application/Software Name

		Platform/OS/Application/Software Version

		Description



		

		

		



		

		

		



		

		

		



		

		

		







		[bookmark: Title11]Data File Location 

		Data Elements

		File Type 



		

		

		



		

		

		



		

		

		



		

		

		





11.   BACKUP STRATEGY

Document scheduled data backups required for continuing critical business processes during an outage. Identify the backup location such as Cloud, Data Center, or Manual.	

		[bookmark: Title12]Data File Location

		Backup Types

		Backup Schedule/Frequency(s)

		Physical Location of Backup(s)



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		





12.  IDENTIFY ORDER OF RECOVERY  FOR SYSTEM RESOURCES

Document the order of recovery for system resources.  A system resource can be software, data files, servers, or other hardware and should be identified individually or as a logical group. 

		[bookmark: Title13]Priority

		System Resource/Component

		Maximum Tolerable Downtime



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		







13.   ADDITIONAL INFORMATION

Please provide any additional information you would like to share concerning backup and recovery needs.

		[bookmark: Title15]Description



		





14. BUSINESS/MISSION PROCESS RISK ASSESSMENT 

Perform an all-hazards risk analysis that considers risks posed by all conditions, environmental or manmade, that have the potential to cause injury, illness, or death; damage to or loss of equipment, infrastructure services, or property; or causing functional degradation.  Applicable threats and hazards must be analyzed against the business function elements, including interdependencies, to determine the extent of impacts of business function failure.  

The analysis may be performed by following the steps in this template to consider a wide range of threats and hazards.  Or the analysis may be performed using a level risk study, if available.  The level risk study can be reviewed in place of the following table with the results of the review recorded in Section 15.  

Use the following definitions when analyzing each hazard and threat.  Use these terms to fill in the appropriate columns in the table below.    

		Likelyhood of Occurrence



		Low

		Unlikely: An event/condition that can be envisioned but hasn't occurred (~20% chance over the foreseeable future)



		Medium

		Possible: An event/condition that has occurred in the past (50:50 over the foreseeable future)



		High

		Likely: An event/condition that has occurred in the past at a frequency warranting its anticipation in in the near future (>75% chance)



		

		



		Impact on Business function



		Low

		Little Impact: Any outage with little impact, damage, or disruption to the organization.



		Medium

		Important/Medium Impact: Any information resource that, if disrupted, would cause a moderate impact to the organization and possibly other networks or systems. 



		High

		Mission-critical Impact: The damage or disruption to the information resource would cause the most impact on the organization, mission, and other networks and systems.







		Risk Decision

		Description



		Accept

		Do nothing



		Mitigate

		Implement physical or procedural controls to reduce the impact or likelihood of a disruption



		Plan / Develop BCP/COOP

		Pre-plan response to minimize effects of a disruption (i.e. develop a BCP/COOP)







Use the following overall risk – decision matrix to consider the planned mitigations or actions to take in support of the function. 

		Overall Risk - Decision Matrix



		Likelyhood

		High

		Mitigate & Develop BCP

		Mitigate & Develop BCP

		Mitigate & Develop BCP



		[bookmark: _Hlk4228591]

		Moderate

		Mitigate & Develop BCP

		Mitigate & Develop BCP

		Mitigate & Develop BCP



		

		Low

		Accept

		Mitigate & Develop BCP

		Mitigate & Develop BCP



		

		

		Low

		Moderate

		High



		

		

		Business Impact







The following table lists potential threats and hazards to consider.  Add additional threats and hazards as needed.   

		Potential Threats and Hazards

		Potential Impact to NCDOT/DMV

		[bookmark: _Hlk4170392]Describe Business Function Impact

		Information Type(s) Impacted

		Likelyhood

		Impact 

		Risk Rating

		Comments and Proposed Mitigations / Actions



		Infrastructure Failure/Damage

		

		

		

		

		

		

		



		IT System Crash

		Function stops operating

		

		

		

		

		

		



		Power Outage (Regional Blackout)

		Power is lost

		

		

		

		

		

		



		Communications System Disruption (wide area network, local area network, voice network, cell network)

		Communications is lost

		

		

		

		

		

		



		Heating/Air Conditioning Failure

		Temperatures become uncontrollable

		

		

		

		

		

		



		Ventilation System Failure

		Intake of fresh air and exhaust of stale air is lost

		

		

		

		

		

		



		Transportation System Disruption

		All or some roads become impassable 

		

		

		

		

		

		



		Major Fire

		All or some area is destroyed

		

		

		

		

		

		



		Cyber Incident

		

		

		

		

		

		

		



		Insider Threat 

		All or some systems are impacted

		

		

		

		

		

		



		Loss of Confidentiality

		All or some systems are impacted

		

		

		

		

		

		



		Loss of Integrity

		All or some systems are impacted

		

		

		

		

		

		



		Loss of Availability

		All or some systems are impacted

		

		

		

		

		

		



		Natural Disaster

		

		

		

		

		

		

		



		High Wind (Hurricane, Tornado) 

		All or some surrounding area is destroyed

		

		

		

		

		

		



		Winter Storm

		Transportation in area is shutdown

		

		

		

		

		

		



		Major Earthquake

		All or some of surrounding area is destroyed

		

		

		

		

		

		



		Floods

		All or some of surrounding area is destroyed

		

		

		

		

		

		



		Drought

		None

		

		

		

		

		

		



		Wildfire

		None

		

		

		

		

		

		



		Solar Weather 

		None

		

		

		

		

		

		



		External Threats and Hazards

		

		

		

		

		

		

		



		Explosions:  Nuclear Attack, Radiological Dispersal Device, 

Improvised Explosive Device, Incendiary Device

		All or some facilities destroyed

		

		

		

		

		

		



		Active Shooter:  Disgruntled Employee, terrorist attack

		Offices in lock-down

		

		

		

		

		

		



		Chemical/Biological:  Biological Attack/Outbreak, Aerosol Anthrax; Plague, Food Contamination, Animal Disease, Pandemic Influenza;  

Chemical Attack/Accident, Toxic Industrial Chemicals, Chlorine Tank Explosion

		All or some facilities evacuated or uninhabitable

		

		

		

		

		

		



		Labor/Insurrection:  Civil Unrest;  Labor Dispute, Workforce Strike;  

		Personnel are not available at all or some facilities

		

		

		

		

		

		



		Economic:  Economic Catastrophe (market crash, loss of confidence)

		Ability of Organization to provide services is questioned

		

		

		

		

		

		



		Supply Chain Failure

		Vendors fail to deliver required supplies

		

		

		

		

		

		





15.  TIMEFRAME FOR UNACCEPTABLE LOSS OF FUNCTIONS 

Analyze and determine acceptable versus unacceptable downtimes for business functions and supporting resources.  Based on the risk analysis in the previous section, list each function or resource requiring mitigation or other actions in the following table.  

Determine the following parameters assuming the planned mitigations or actions are in place and operating.  These parameters represent requirements for organizations supporting the business function.  The parameters also represent service levels that can inform downstream functions of what to expect.  

· Documented Backup Plan:  describe the backup plan implemented to support the function.  This should include frequency, storage period, and locations for all copies.  

· Recovery Point Objective (RPO):  is the maximum acceptable level of data loss following an uplanned event.  This should align with the Backup Plan.  

· Maximum Tolerable Downtime (MTD): the maximum amount of time acceptable for a disruption to or degradation of business function performance. Consideration must be given to the impact of downtime on supporting infrastructure and activities, including the estimated duration of a resource loss before it affects the MEF it supports. 

· Recovery Time Objective (RTO):  assign an RTO considering the MTDs for the function(s) it supports. An RTO is a value describing the maximum amount of time that a resource requirement or critical asset can be unavailable before it has a failure impact on essential functions.

· Remaining Risk:  describe the remaining risk and performance limitations after the mitigations and actions have been implemented.  For instance if a system can be recovered within a 12 hour window, then the remaining risk is a loss of business function for less than 12 hours.  

		[bookmark: Title17]Business Function or Resource

		Documented Backup Plan 

		RPO

		MTD

		RTO

		Remaining Risk



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		





16.  SUMMARY OF POTENTIAL IMPACTS 

Summarize the potential impacts to the business functions and supporting resources.  This will be used to inform decision making on resource allocation and to manage risks. 

		Summary
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EXECUTIVE SUMMARY



The purpose of this Vendor IT Disaster Recovery Plan Assessment Guide is to provide State Agencies with a standard template for evaluating a Vendor’s IT Disaster Recovery Plan against established service requirements and applicable Federal, State, and Agency regulations, policies, standards, and procedures.



The State of North Carolina Statewide Information Security Manual (NC SISM) was established by the State CIO under authority N.C.G.S § 143B-1375, 143B-1376, and 143B-1378. The NC SISM is founded on NIST principles and guidelines. The NC SISM establishes explicit policies and standards beyond and in addition to the core principles and guidelines as outlined by NIST. The policies, guidelines and standards defined in the NC SISM apply to all systems and services that store, process, transmit, and/or could impact the security of State Data.



REFERENCES:

https://it.nc.gov/documents/vendor-readiness-assessment-report-vrar

https://it.nc.gov/resources/cybersecurity-and-risk-management/esrmo-initiatives/statewide-information-security/

https://it.nc.gov/documents/statewide-glossary-information-technology-terms

https://it.nc.gov/documents/statewide-data-classification-and-handling-policy
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I. [bookmark: _Toc39750275]IT Disaster Recovery Plan Assessment 

[bookmark: _Toc39750276]How to Use This Assessment

This section provides some sample content that can be adapted by the Vendor. The content in BLUE TEXT in the sections below contains instructions and is intended to be deleted. The content in GREY TEXT is sample content that you can refer to or adapt when documenting your disaster recovery plan.

The following table shows the steps for documenting and assessing a disaster recovery plan.

		Mapping between the steps in IT Disaster Recovery Planning and this assessment

IT Disaster Recovery Plan Steps:

· Step 1: Management Commitment and Authorization

· Step 2: Planning Priorities

· Step 3: Technical Approach (for each service)

· Step 4: Develop and Implement Plan

· Step 4.1: Roles and Responsibilities

· Step 4.2: Disaster Response Processes

· Step 4.3: Detailed Service Recovery Plans

· Step 5: Test plans

· Step 6: Awareness and Understanding

· Appendix A: Monitor and Evaluate









[bookmark: _Hlk40169027][bookmark: _Hlk40169028][bookmark: _Hlk40169071][bookmark: _Hlk40169072]CLASSIFICATION: HIGH-RISK (HIGHLY RESTRICTED)

[bookmark: _Hlk40169470][bookmark: _Hlk40169471][bookmark: _Hlk40169581][bookmark: _Hlk40169582][SYSTEM/PROJECT NAME & VERSION/DATE]
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[bookmark: _Toc39750277]System Information

		Organization Name: 

Solution/System Name: 

FIPS PUB 199 System Security Level: (Moderate)

Number of Customers (State/Others): Enter # of customers / # of other customers

System Functionality: Briefly describe the functionality of the system and service being provided. 





[bookmark: _Toc39750278]Network Diagrams

[Instructions: 



· Insert the validated network diagram(s). The diagram(s) must include: 

· Visual representation of physical and logical network architecture.

· All components that make up the system and how they interact, including routers, devices, hubs, firewalls, servers, end-user workstations, etc.

· All tiers (production, DR, QA, QC, Test, etc.) that support the services and impact service availability.]

[bookmark: _Toc39750279]Authorization for IT Disaster Recovery Plan



[Instructions: 



· Describe why the developed the IT disaster recovery plan and the main objectives of the plan. 

· This section corresponds to Step 1: Describe Management’s Commitment and authorization methodology. 

· Reference applicable disaster recovery policy and procedure documents.]

[bookmark: _Toc39750280]Policy/Administrative Regulation 

[Instructions: 



· Document why the IT disaster recovery plan was developed. 

· List applicable legislation and regulatory requirements used to create and maintain the business continuity plan and/or IT disaster recovery plan. 



For example, Federal and State law requires organizations to safeguard copies of personal information (including metadata) from unauthorized access, use, disclosure or destruction. An IT disaster recovery plan can help mitigate the risk of disclosure or destruction of State data as the result of an event or disaster.] 



This disaster recovery plan adheres to the requirements of the following administrative regulations and standards:



1. Handling data owned by the State of North Carolina

· 6 CFR § 37.41 Real ID Act Security Plan

· 18 U.S.C. §2721 Driver's Privacy Protection Act 

· N.C.G.S § 143B-1375, 143B-1376, and 143B-1378

2. Operations of Business Services in Emergency Circumstances 

· Vendor Policy Code: DBC.2018 – Disaster Recovery/Business Continuity

· NC SISM Policy Codes: (SISM CP-1), Contingency Plan (SISM CP-2), Contingency Plan Training (SISM CP-3), Contingency Plan Testing and Exercises (SISM CP-4), Contingency Plan Alternate Storage Site (SISM CP-6), Contingency Plan Alternate Processing Site (SISM CP-7), Information System Backup (SISM CP-9), Testing for Reliability/Integrity (SISM CP-9(1)), and Information System Recovery and Reconstitution (SISM CP-10).

[bookmark: _Toc39750281]Objectives

[Instructions: 



· Document the main objectives of the IT disaster recovery plan.] 



[ADD ORGANIZATION NAME] has developed this IT disaster recovery plan to be used in the event of a significant disruption to critical IT services being provided to [AGENCY NAME]. The goal of this plan is to outline the key recovery steps to be performed during and after a disruption so that critical IT and telecommunication services continue within an appropriate period of time after an incident has occurred. 

[bookmark: _Scope_of_DR][bookmark: _Toc39750282]Scope of Disaster Recovery Plan

[Instructions: 



· The purpose of this section is to list the IT services covered in the scope of this IT disaster recovery plan, as well as the recovery time objectives, recovery point objectives and order in which to recover these services. 

· This section corresponds to step 2: Establish Planning Priorities in the IT Disaster Recovery Plan Steps.] 

Sample list of services covered in this plan:

		Service

Tier

		IT Service or Application Name 

		Recovery Time Objective

		Recovery Point Objective



		0

		Data Centre Facility

		4

		N/A



		0

		Core Routing

		12

		24



		0

		Storage Services

		12

		24



		0 

		Server Services

		12

		24



		0

		WAN Connectivity

		12

		24



		0 

		Firewall Services

		12

		24



		0 

		Authentication Services

		12

		24



		1

		Driver Web Services

		24

		24



		1

		Email

		24

		24





[bookmark: _Toc39750283]Assumptions

[Instructions: 



· List assumptions that must be true in order to meet the specified recovery time objectives and recovery point objectives.]

This IT disaster recovery plan intends to provide [AGENCY NAME] with the necessary information needed to resume information technology services in a proper and timely manner to support the identified essential business processes for the following scenarios:

· destruction or inability to access data centre/server room facility;

· loss of systems (network and/or applications); and

· loss of employees.

In addition, the detailed recovery procedures as well as recovery strategies, estimated recovery time objectives and recovery point objectives are based on the following general assumptions and will need to be validated:

· continuous efforts to allocate the space required in the current data centre to restore information systems in case this site is deemed unavailable;

· continuous efforts to establish the alternate site for the current data centre in case the data centre is deemed unavailable; and 

· backups are readily available to initiate restoration efforts.

Staff

· Key IT staff or their alternates required to assist in the recovery efforts will be available.

· IT staff involved in recovery efforts have the necessary technical skills to restore critical information systems identified in this document.

Users

· Key users will have their laptops or a suitable device with them during a disaster.

· Key users will have internet access and telephone/voice communication capability available to work from a remote location.



Networking

· There is ample bandwidth at the recovery site to connect to the internet.

· Bandwidth expansion is possible at the recovery site.

· Configuration files can be uploaded to network devices through a laptop or other type of device.

Note: assumptions for each specific IT service are listed in a different section.

[bookmark: _Toc39750284]Facility and Infrastructure Plan

[Instructions: 



· The purpose of this section is to document plans for recovering IT services in an alternate facility (if required) and plans for recovering infrastructure.  

· This section corresponds to step 3.2: Develop Facility and Infrastructure Plan in the IT Disaster Recovery Plan and answers the key questions: 

· Where will we go when a disaster occurs?

· How will we restore our infrastructure services?] 

[bookmark: _Recovery_Facility][bookmark: _Toc39750285]Facility Plan

[Instructions: 



Document items such as: 

· the power, infrastructure and space requirements for a recovery facility;

· the circumstances under which a recovery facility will be used;

· who is authorized to make the decision to use it;

· who will be involved in setting up the recovery facility; and

· where the recovery facility is located and plans to identify an alternate facility if needed.] 



Facility Requirements

		Requirement

		Description



		Power

		



		Infrastructure

		



		Space

		



		Access control

		



		…

		





If the incident manager determines that the primary facility is no longer sufficiently functional or operational to restore normal business operations, the team will be instructed that the recovery of systems will be done at the recovery facility. Once this determination has been made, the facilities team will be engaged to bring the alternate facility to a functional state. The incident manager will co-ordinate travel and logistics to ensure that the team can operate out of the alternate site.

[bookmark: _Recovering_Critical_Infrastructure][bookmark: _Infrastructure_Plan][bookmark: _Toc414913997][bookmark: _Toc39750286]Infrastructure Plan

[Instructions: 



· Document the minimum core infrastructure required to recover mission critical IT services. 

· Create a separate section in the document for each core service that includes detailed recovery procedures.

· See Appendix C – Service Recovery Plan for types of information to include in the service recovery plan for each service.]



Sample List of Critical Infrastructure Services:

		System



		Voice Communications



		Local Area Network (LAN)



		Wide Area Network (WAN)



		Server – Hosts



		Storage – Device 1



		Core Network



		Firewalls



		Remote Connectivity



		…



		…



























[bookmark: _Toc39750287]Voice Communications Service Recovery Plan

[Instructions: 



See Appendix D – Sample Voice Communications Service Recovery Plan for an example of what the recovery plan might look like.]

[bookmark: _Toc39750288]Local Area Network Recovery Plan

[Instructions: 



See Appendix E – Sample Local Area Network Recovery Plan for an example of what the recovery plan might look like.]

[bookmark: _Toc39750289]Recovery Plans for Additional Infrastructure Services

[Instructions: 



Include service recovery plans for additional infrastructure services as identified in the table above.]

[bookmark: _Toc39750290]Plan Implementation

[bookmark: _Toc39750291]Roles and Responsibilities

[Instructions: 



· The purpose of this section is to document roles, responsibilities and contact information for the disaster recovery team in order to respond effectively to an incident or disaster. 

· Depending on the size and organization of your team, some roles may be combined. 

· This section corresponds to step 4.1: Roles and Responsibilities in the IT Disaster Recovery Plan.] 

[bookmark: _Toc414913975][bookmark: _Toc39750292]Disaster Recovery Team Org Chart (Optional)

[Instructions: 



Add an org chart to show the team roles and how they are interrelated.]

The following chart shows the key roles involved in preparing for and responding to a disaster. It also shows that the IT incident manager usually reports to an incident commander who is in charge of the overall response to a disaster. 



Figure 1: Sample Disaster Recovery Team Org Chart

[bookmark: _Toc414913976][bookmark: _Toc39750293]Incident Commander 

[Note: The incident commander’s responsibilities are likely documented elsewhere already as they oversee the overall response to a disaster.]

[bookmark: _Toc414913977][bookmark: _Toc39750294]Incident Manager (IT Lead)

The disaster recovery incident manager is responsible for making all decisions related to the IT disaster recovery efforts. This person’s primary role is to guide the disaster recovery process.  The entire IT recovery team reports to this person during an incident. 

[bookmark: _Toc271643145]Responsibilities

· Initiate the IT disaster recovery call tree.

· Provide status updates to senior leaders and information needed for making decisions.

· Co-ordinate communications.

[bookmark: _Toc414913978][bookmark: _Toc39750295]Facilities Team

The facilities team is responsible for all issues related to the physical facilities that house IT systems, including both the primary and recovery facilities. They also are responsible for assessing the damage and overseeing the repairs to the primary location in the event of the primary location’s destruction or damage.

Responsibilities

· Ensure that the recovery facility is maintained in working order.

· Ensure transportation, sufficient supplies, food and water and sleeping arrangements are provided for all employees working at the recovery facility.

· Assess physical damage to the primary facility.

· Ensure that measures are taken to prevent further damage to the primary facility and appropriate resources are provisioned to rebuild or repair the main facilities if necessary.

[bookmark: _Toc414913981][bookmark: _Toc39750296]Network Team

The network team is responsible for assessing damage to network infrastructure and for providing data and voice network connectivity during a disaster. 

Responsibilities

· Assess damage to network infrastructure at the primary facility and prioritize the recovery of services in the manner and order that has the least impact.

· Communicate and co-ordinate with third parties to ensure recovery of connectivity.

· Ensure that needed network services are available at the recovery facility (if needed).

· Restore network services at the primary facility.

[bookmark: _Toc39750297]Server/Storage Team

The server/storage team is responsible for providing the physical server and storage infrastructure required to run IT operations and applications. 

Responsibilities

· Assess damage to servers/storage and prioritize the recovery of servers and storage devices in the manner and order that has the least impact.

· Ensure that servers and storage services are kept up to date with patches and copies of data.

· Ensure appropriate back-ups.

· Install and implement required tools, hardware and systems in the facilities.

[bookmark: _Toc39750298]Applications and Processes Team

[bookmark: _Toc271643160]The applications and processes team is responsible for ensuring that all applications operate as required to meet organization objectives as well as managing IT processes that are fundamental to support the recovery of IT services and applications (for example: incident management, change management, etc.). 

Responsibilities

· Assess impact to applications and prioritize the recovery of applications in the manner and order that has the least impact. 

· Ensure that the following IT processes are followed when managing applications:

· incident management;

· change management;

· access provisioning;

· security; and

· other.

· Ensure that servers in the facilities are kept up to date with application patches and copies of data. 

· Install and implement any tools, software and patches required in the facilities as appropriate.

[bookmark: _Toc39750299]Call List

[Instructions: Document the names, roles and contact information of leaders and team members responsible for responding to an incident and handling recovery efforts.]

		Name

		Role/Title

		Work Phone Number

		Mobile Phone Number

		Home Phone Number



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		





[bookmark: _Toc39750300]Disaster Response Processes

[Instructions: 



· The purpose of this section is to document key processes for responding to a disaster as this increases the speed and effectiveness of response.

· Consider including the following information for each process:

· process name & description;

· steps;

· inputs/outputs; and

· roles (i.e., who is involved in executing the process?).

· This section corresponds to step 4.2: Determine Disaster Response Processes in the IT Disaster Recovery Plan.] 



Responding to a disaster occurs in several phases as shown below. After an event occurs, the team assesses the event and determines whether to declare a disaster. If a disaster has occurred, the team initiates recovery of the IT service(s), in an alternate location if necessary. Once required IT services are up and running, the team can focus on resuming normal operations. The final phase is to conduct a post-event review to discuss lessons learned.



[image: ]

Figure 2: Disaster Response Process Overview

[bookmark: _Toc39750301]Processes for Assess Phase

Process to Assess Severity of Incident or Event 

[Instructions: 



· Document the process for determining the severity of the incident and provide escalation criteria.

· Tips:

· Handle minor incidents causing service outage through incident response procedures. Escalate severe incidents such as loss of all communications, loss of power, flooding/fire, or loss of the building to appropriate personnel.

· Document linkages with service desk processes.] 

Process to Escalate Severe Incidents

[Instructions: 



· Document the escalation process for engaging the IT team and senior leadership to assess the impact of the incident.] 

Process to Assess Impact

[Instructions: 



· Document what information needs to be gathered to declare a disaster such as approximate amount of damage and estimated recovery time.

· Explain the process for determining whether to recover in place or to declare a disaster and begin recovery in an alternate site.] 

Process to Declare Disaster

[Instructions: 



· Document clear criteria for when to declare a disaster and a delegation of authority process so that IT team members are empowered to act if designated leaders are not available.] 

[bookmark: _Toc39750302]Processes for Recover Phase

Process to Notify Team

[Instructions: 



· Document the call out process to ensure quick mobilization of disaster recovery team.] 

Process to Initiate Recovery  

[Instructions: 



· Document process for activating disaster recovery plan, setting up recovery site and recovering systems based on priority.] 

Process to Communicate Progress 

[Instructions: 



· Document suggested communication channels, identify key stakeholder groups and recommend frequency of communication.] 

Process to Support Recovery Team

[Instructions: 



· Document systems and policies to ensure the recovery team is getting enough food, water and rest to be effective. 

· Provide guidance for dealing with personal needs of employees such as time off for family matters, injury or loss of property.] 

[bookmark: _Toc39750303]Processes for Resume Phase

Process to Resume Normal Operations

[Instructions: 



· Document the process for resuming normal operations including ensuring readiness to resume and communicating plans to stakeholders.] 

[bookmark: _Toc39750304]Processes for Review Phase

Process to Conduct Review 

 [Instructions: 



· Document the process for conducting a review and determining lessons learned. Include broad based group of stakeholders for the post‑event review.] 

[bookmark: _Toc39750305]IT Service Recovery Plans

[bookmark: _Toc287903367][Instructions: 



· The purpose of this section is to document plans for recovering IT services identified in step 2.5 – Set Scope. 

Note: This section does not include core infrastructure services, which are documented in Section 3.2 of the IT Disaster Recovery Plan).  

· See Appendix C –Service Recovery Plan for types of information to include in the service recovery plan for each service.

· This section corresponds to step 4.3: Detailed Service Recovery Plan in the IT Disaster Recovery Plan.] 

Sample List of IT Services:

		System



		Payroll



		Transportation



		Financial Services



		Information System



		Driver Services



		Cloud Hosting



		…







[bookmark: _Toc39750306]Payroll Service Recovery Plan

[Instructions: 



See Appendix C – Service Recovery Plan for types of information to include in the service recovery plan.]

[bookmark: _Toc39750307]Transportation Service Recovery Plan

[Instructions: 



See Appendix C – Service Recovery Plan for types of information to include in the service recovery plan.]

[bookmark: _Toc39750308]Plan Testing



[Instructions: 



· The purpose of this section is to document why plan testing and review is important, how often the disaster recovery plan is tested and what types of tests are executed.

· This section corresponds to step 5: Test the Plan in the IT Disaster Recovery Plan.]

Disaster recovery plan reviews are an essential part of the plan development process.  Building a quality IT disaster recovery plan is a team activity, so practice and testing are critical to success. 

Periodic disaster recovery plan reviews need to happen, because non-technical changes can affect the plans. 

1. Reflect any updated organizational priorities, changes or goals.

2. Ensure that all team lists are up to date.

3. Ensure that call lists are up to date.

4. Confirm that changes due to configuration changes in the environment have been made.



The goal of a good disaster recovery plan is that it can be executed smoothly and effectively at any time. To make this happen, everyone that has a role to play in the plan is involved in practicing.

The disaster recovery plan is tested every year in order to ensure that it is still effective. Each period, a tabletop walkthrough, disaster simulation, or full failover testing is executed (see step 5.4 in the IT Disaster Recovery Plan for more details about the different types of tests).

IT Disaster Recovery Plan



[bookmark: _Toc39750309]Appendix A – IT Disaster Recovery Plan Maintenance

[Instructions: 



· The purpose of this section is to document how the organization manages maintenance of the plan over time. 

· This section corresponds to step 7: Monitor and Evaluate in the IT Disaster Recovery Plan Guide.] 

Over time, the disaster recovery needs of the organization will change. The following responsibilities and processes are executed to ensure a useful plan remains in place.

[bookmark: _Toc414913969][bookmark: _Toc39750310]Responsibility of IT Operations

[Instructions: If your organization has implemented service management processes such as ITIL, delegate plan update responsibility to the change advisory board (CAB/TRB).]

The IT operations team is responsible for the day-to-day management of the disaster recovery plan. The specific responsibility is delegated to the Change Advisory Board (CAB)/Technical Review Boards (TRB). Whenever changes are made to the environment CAB/TRB is responsible for ensuring that they are fully reflected and tested in the disaster recovery plan. 

This makes updating the disaster recovery plan a part of the formalized change control procedures under the management of the IT director. 

[bookmark: _Toc414913970][bookmark: _Toc39750311]Project Team Responsibilities

[Instructions: As part of your project discipline, make disaster recovery plan updates part of your transition to operations process.]

Each project plans, as part of their transition to operations, to ensure that all documentation related to recovery of the system is updated when making a change.  

[bookmark: _Toc380679937][bookmark: _Toc414913971][bookmark: _Toc39750312]Documentation Storage

[Instructions: Decide where and how you will access your documentation in the event of a disaster.]

Each member of the disaster recovery team is issued a USB flash drive with the disaster recovery plan documentation.  A master copy is stored in a cloud-based location.  Printed copies of the plan are to be kept at all IT staff homes.

	






[bookmark: _Toc39750313]Appendix B – Sample Critical Services 



The following list contains examples of critical services provided to [AGENCY NAME]. This list can assist with developing the list of services for step 2: Planning Priorities. 

		Department

		Critical Services or Functions (Example)



		Finance

		·  Cash and liquidity management

·  Commercial card processing

·  Receiving and paying emergency invoices and disbursements



		Transportation

		·  Transportation services 

·  Driver’s License



		Human Resources

		·  Corporate communication

·  Moral support

·  Processing payroll



		Superintendent

		·  Crisis communication

·  Labor relations



		Learning / Education Services

		·  Learning services



		Facilities

		·  Emergency property acquisition and infrastructure setup

·  Physical security

·  Contract services and unplanned maintenance 

·  Providing utilities (power, gas, water and sewage)



		Information Technology

		·  Help desk

·  Access management

·  Change management 

·  IT procurement

·  Request fulfillment 



		Others

		·  General council 

·  Critical incident response team

·  Mail room








[bookmark: _Appendix_C_–][bookmark: _Toc39750314]Appendix C – Service Recovery Plan

[Instructions: The purpose of this Appendix is to provide an overview of the information to consider including in a service recovery plan.]

Responsibility

[Specify who is responsible for managing this service as well as any backup contacts in the event they are not available.]

Service Context

[Document the service context such as:

· Who uses the service?

· Criticality periods (i.e., periods during which the service is critical such as for payroll processing or year-end processes, etc.).

· Contact information for vendors and other personnel such as database administrators and application owners.] 

Service Classification

[Specify the classification of this service (critical, vital, necessary or desired) as determined in step 2.4 – Classify and Prioritize of the IT Disaster Recovery Plan.]

Recovery Strategy and Location

[Specify the overall strategy for recovering this service as well as where the service will be recovered.]

Assumptions

[Specify any assumptions required to follow the recovery procedure, such as the ability to restore from backups, etc.]

Recovery Time Objective (RTO) and Recovery Point Objective (RPO)

[Specify the recovery time objective and recovery point objective for this service as determined in step 2.2 – Assess Impact of Service Outages of the IT Disaster Recovery Plan.]

Recovery Platform

[Specify the technology platform required to restore this service. For example, virtualized Windows servers configured similar to the current production environment.]

Recovery Procedure

[Consider providing an overview of the major steps of recovery before providing detailed recovery procedures. Select the minimum level of documentation possible that reduces risk to an acceptable level as more detailed documentation requires more time to create and maintain.]

Test Procedure

[Specify how the service is tested to ensure that it’s working correctly.]

Resume Procedure

[Specify how to resume the service after the event has been addressed.]



[bookmark: _Toc39750315]Appendix D – Sample Voice Communications Service Recovery Plan

[Instructions: This appendix contains sample content for a Voice Communications Service Recovery Plan.]

Responsibility

· John Smith, IT Manager, Communications

· Backup: Jim Beauchamp

Priority

Critical [specify Critical, Vital, or Necessary]

Recovery Strategy and Location

· The updated procedure will be available when the standby arrangement with the third-party technology partners is determined. The current solution requires a disaster recovery team member to contact Bell to switch the main phone line to a standby line with a pre-recorded message.

· Acquisition of systems necessary for telephone communications. Contact Avaya to prepare for the recovery.

· Tape restoration of configuration data.

· Telephone system will be restored at the data centre. Future strategy may change if the telephone system (partially or as a whole) will be migrated to the XXX location for daily operations. 

Assumptions

· Necessary servers will be set up on a best effort basis. 

· A standby arrangement with third party technology partners will be established in the future.

· A critical escalation support arrangement with third party technology is available.

· The configuration information can be restored from tape.

· Four telephone lines are readily available. Three for customer broadcast and one for internal communication.

Recovery Time Objective (RTO) and Recovery Point Objective (RPO)

· RTO: Best effort.

· RPO: Best effort.

Recovery Platform

Windows servers with similar configuration as in production environment.

Recovery Procedure

· The procedure will be updated when the standby arrangement with the third-party technology partners is determined. The following steps will be implemented:

· Contact Avaya to arrange technical support. When the recovered server is available, arrange Avaya technician to install the phone system.

· As a short-term solution, voice mailboxes can be arranged in advanced and pre-recorded messages can be implemented to keep customers and business partners aware of the incident status. The following phone lines will be addressed by the following procedure: 

· Reception phone number xxx-xxx-xxxx and line xxx-xxx-xxxx will share the standby line.

· Other lines. 

· During an incident, our designated member(s) will contact Bell using the contact information documented in VMC Vendor Escalation Contact List to activate the re-route. Use the passcode documented in the password file as indicated to update the broadcast message and collect voice messages to distribute to the proper BCP/DRP members. RTO can be revised once this solution is established.

· For fax services, our designated member(s) will contact Myfax to start archiving our fax to a special email account. The designated member will follow the procedure documented in IT Operations Manual to retrieve the fax emails.

Test Procedure

· Logon to Avaya server as administrator. Connect to Avaya Console and retrieve historical data to confirm connectivity.

Resume Procedure

· Contact Avaya to arrange technical support. When the production server is available, arrange Avaya technician to be on-site and transfer the configuration and user data from recovery system. 

· Contact Bell to switch the main line back to the phone system.

· Contact Myfax to redirect the fax emails back to our email.




[bookmark: _Toc39750316]Appendix E – Local Area Network Recovery Plan

[Instructions: This appendix contains sample content for a Local Area Network Service Recovery Plan.]

Responsibility

· John Smith, IT Manager, Communications

· [identify backup if available]

Priority

Critical [specify Critical, Vital, or Necessary]

Recovery Strategy and Location

 ….

Assumptions

· Racks and power are available

· Other

Network Diagram









Recovery Time Objective (RTO) and Recovery Point Objective (RPO)

· RTO: 6 hours.

· RPO: 6 hours.

Recovery Platform

….

Recovery Procedure

       	Overview of major steps:

1. Rack Gear

2. Patch to switches

3. Configure Router



Details for each step:

1. Rack Gear



· Mount Gear

· Confirm power

· Patch to Servers

· Connect to WAN

· Login and update switch

· Configure rules

· …

· …



Configure the following rules for the core and edge router:

Core



		Rule

		Source

		Destination address & port

		Complete



		Explicit Traffic only

		Internal

		Deny All

		



		Permit HTTPS

		

		

		



		Permit Mail Traffic

		

		

		



		Permit WebApp1

		

		

		



		…

		

		

		







Edge



		Rule

		Source

		Destination address & port

		Complete



		Explicit Traffic only

		Internal

		Deny All

		



		Explicit Traffic only

		Internet

		Deny All

		



		Permit HTTPS

		Internet

		Server : 443

		



		Permit Mail Traffic

		Internal SMTP Server : 25

		 All Internet SMTP: 25

		



		Permit DNS

		

		

		



		…

		

		

		












[bookmark: _Appendix_F_–][bookmark: _Toc39750317]Appendix F – Glossary

[bookmark: _Applications][bookmark: _Toc39750318][bookmark: RANGE!B25]Applications and Services

Identify any IT applications or IT services required for the completion of the identified processes. Consider applications that are both supported internally and through third party vendors or are located in the cloud.

[bookmark: _Business_Impact][bookmark: _Toc39750319]Business Impact

A business disruption can impact an organization in several ways. There are five main categories that are used to measure impact: 

· safety/human life;

· financial;

· reputation;

· operations; and

· regulatory/legal/contractual.



[bookmark: _Toc39750320]Impact Rating

In order to effectively assess the impact of a disruption throughout the organization, it is necessary to use a common metric to assess impacts across the various business services and their individual processes. For each of the identified processes, identify the impact in each of the applicable categories based on the values found in the table below. Note that it may be prudent to give dollar figures for the financial and regulatory/legal/contractual categories where the loss exposure (the amount of potential monetary losses) is a known amount.



The timeframe for the impact should be based on the time-sensitivity values previously identified.



		Rating

		Description / Example



		Statewide Critical

		The loss of this application will have a direct impact to statewide core functions, processes and/or activities. The applications loss may also impact a large portion of the State’s population.



		Agency Critical

		The loss of this application will have a direct impact to this department’s core functions, processes and/or activities.



		Program Critical

		The loss of this application will have a direct impact to the core functions, processes and/or activities associated with a program



		Non-Critical

		The loss of this application will have little or no impact to statewide and/or this department’s core functions, processes and activities or the core functions, processes and activities associated with a program within an agency.





[bookmark: _Criticality_Period][bookmark: _Toc39750321]Criticality Period

		A criticality period is any point during which the identified process is critical and may affect the recovery time objective (RTO).



		It is possible that a process may have multiple criticality periods or none at all; this is highly dependent on the nature of the process. Criticality periods may be cyclical or one-offs and may range from months to hours in length.



		Examples of criticality periods include:

· year-end processing;

· regulatory deadlines;

· payroll processing; and

· scheduled events.





		A manual workaround is a non-IT dependent action undertaken to circumvent the loss of IT systems in order to complete a process. Manual workarounds are usually short-term stopgaps and are not intended to be implemented indefinitely. 



		Identify any manual workarounds that may exist for each of your processes.





[bookmark: _Known_Risk_1][bookmark: _Toc39750322][bookmark: RANGE!B6]Known Risk

A known risk is anything that may negatively impact business as usual. Identify any concerns or threats you have identified or feel may affect your normal operations. 

[bookmark: _Toc39750323]Process

A process is a service the business unit carries out in the course of normal day-to-day operations. It is essential to account for all processes when conducting a business impact analysis in order to assign categories of time-sensitivity and tailor contingency plans accordingly.

		[bookmark: _Recovery_Point_Objective][bookmark: _Toc39750324][bookmark: RANGE!B16]Recovery Point Objective (RPO)



The goal for the point at which to restore data or information after a disruption (based on the acceptable amount of data or information loss)1. For example, a recovery point objective of 6 hours for payroll services means that the payroll data must be backed-up every 6 hours so that no more than 6 hours of data entered into the payroll application is lost after a disruption.





[bookmark: _Recovery_Time_Objective][bookmark: _Toc39750325]Recovery Time Objective (RTO)

The goal for how fast to restore technology services after a disruption (based on the acceptable amount of down time and level of performance)[footnoteRef:1]. For example, a recovery time objective of 24 hours with local accessibility for payroll services means that the payroll application must be up and running within 24 hours as well as accessible locally. [1: ] 


[bookmark: _Known_Risk][bookmark: _Service_Classification][bookmark: _Toc39750326]Service Classification

		Classification

		Maximum Recovery Time 



		Critical

		within 24 hours



		Vital

		within 72 hours



		Necessary

		within 2 weeks



		Desired

		longer than 2 weeks but necessary to return to normal operating conditions





[bookmark: _Service_Tier_–][bookmark: _Service_Tier][bookmark: _Toc39750327]Service Tier 

The logical grouping of services to be recovered such as Tier 0, Tier 1, etc.

Core infrastructure services need to be recovered first and would be included in Tier 0. Lower numbered tiers are recovered first as they are either more critical or higher numbered tiers depend on them in order to function.













IT Incident     Manager





Facilities Team





Network         Team





Server/       Storage Team





Incident Commander





Applications/ Processes Team
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How to use this document.  This template provides a suggested methodology to help assess the potential security impact of a change or changes to information systems. The template may be altered to support specific organizational and system needs. Workflow associated with this template is also dependent on organizational and system requirements.



This template consists of four sections. They are:



Section 1 – An overview of the proposed change.  Completed versions of this document are maintained for record keeping and compliance and stored in the appropriate systems of record.



Section 2 – Information on who is performing the SIA. The System Developer and/or Maintainer performs this assessment and forwards the completed form to the ISSA for discussion and review.  



Section 3 – An extensive list of “Trigger Events”, most of which are a decomposition of the boxes checked in Section 2. This section is the heart of the assessment.  To complete this section:



1. The assessor examines each event under “Scope of Change” (column 2).  



2. If an event is part of the potential change, enter a “Y” under “Impact Y/N” (column 1).

At this point, elaboration of the events noted is included in the section “Summary of Security Impact/ Technical Overview/ Risks Identified”. This includes detailing the technical overview of the item and a description of the potential impact and risk. Where other data associated with the change is available such as scan information, reference should also be included in this area. 



Section 4 – The ISSA recommendation to the Business and System Owners on the overall status of the change and what actions are necessary. This section should function as a high-level summarization of the necessary activities determined in Section 3 “Mitigation or Necessary Updates” and “Summary of Security Impact/Technical Overview/Risks Identified”.  



1. Note that the “Mitigation or Necessary Updates” area within Section 3 provides recommended actions. Actions may individually or as a group indicate the requirement for a new ATO. At this point, the ISSA may choose to consult with their Information Security Analyst representative prior to providing the recommendation of activities to the Business Owner and System Maintainer. 



Though every change requires a SIA, organizations may utilize their own internal methods or processes that can automate or streamline the security analysis rather than using a formal SIA form.  These types of changes may include processes for configuration control such as vendor-provided security patches, updated antivirus signatures, creation, or deletion of users, replacement of defective peripherals, motherboard or hard drives, etc.  Processes associated with similar functions, may have built-in security components or controls that may not require a formal SIA form.  Any of these processes whether automated or manual, must capture the elements needed to properly analyze the security impacts of the change and the ISSA may at any time require a formal SIA for any change.



Post change.  This document, when completed and shared with the Business Owner can be used as a checklist to make sure that any work such as documentation changes are performed.





[bookmark: _Hlk38981060]
<SYSTEM NAME> <PRODUCT/FEATURE NAME> 

SECTION 1: CHANGE INFORMATION

 

		[bookmark: Title1]Element

		Description



		CR Number

		Click here to enter text.



		CR Submitter (Contact Information)

		Click here to enter text.



		System/Application/Tool

		Click here to enter text.



		Description of System Change
(This must be a detailed description that includes the Drivers for the change)

		Click here to enter text.













If applicable, provide the details of the change if the SIA is dependent on a Change Request (CR).



		[bookmark: Title2]Element

		Description



		CR Number

		Click here to enter text.



		CR Submitter (Contact Information)

		Click here to enter text.





SECTION 2: TECHNICAL REPRESENTATIVE INFORMATION



Provide System Developer/Maintainer contact information. 



		[bookmark: Title3]Element

		Description



		Representative performing the SIA

		Click here to enter text.



		Title of Representative performing the SIA

		Click here to enter text.



		Date

		Click here to enter text.



		Phone

		Click here to enter text.



		Email

		Click here to enter text.










[bookmark: _Hlk40168694]CLASSIFICATION – HIGH-RISK (HIGHLY RESTRICTED)

[bookmark: _Hlk40169470][bookmark: _Hlk40169471][SYSTEM/PROJECT NAME & VERSION/DATE]



SIA 1



Confidential per North Carolina Public Records Law N.C.G.S. §132-6.1(c)





SECTION 3: TRIGGER ACTIONS AND EVENTS EVALUATION



Directions: Complete the table below by indicating Y/N if a particular security event occurs and entering a description of the summary of security impacts/technical overview/risks identified. Highlight any rows where a possible significant change is detected. The ARS Controls impacted column is not all-inclusive.  Note: this list is not all-inclusive. 



		[bookmark: ColumnTitle1]Impact? (Y/N)

		Category

		Scope of Change

		Mitigation or Necessary Updates

		ARS Controls Impacted

		Summary of Security Impact/ Technical Overview/ Risks Identified



		

		Mission/ Business requirements

		New Users or
New User Roles Added

		potential PIA update, system description updates.





		AC-2, AC-6



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		



		

		Mission/ Business requirements

		Change in data collection, storage, sharing

		PIA update.





		AC-21, AP-1, AR-2, AR-8, DM-2, SE-1, 



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		



		

		Mission/

Business requirements

		Termination of mission or function.

		Potential update to AAD, system description updates. 

		Potential impact to multiple controls depending on nature of mission/function.



Business Impact Analysis (BIA)



CAB/TRB Approval Required 



		



		

		Policy/

Standards

		New revisions of ARS and/or policy; or Issue or Update of NIST documents





		Updates to artifacts including AAD.

		Potential impact to multiple controls depending on nature of the policy/

standards.



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		



		

		Laws, Regulations, Directives

		New or changed

		Updates to artifacts including AAD. 

		Potential impact to multiple controls depending on nature of laws, regulations, directives.



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		



		

		System boundary

		Interconnections and new connection to system or service

		Updates to Interconnection Agreement (ISA) and/or MOA must occur. If not standard connection service/inheritance from another accredited system.



Updates to artifacts must be made, including AAD, etc.



		AC-4, CA-3, CA-9, PL-2, AC-3, AC-20, AU-2, AU-12, AU-16, CA-7, IA-3, SA-9, SC-7, SI-4



Business Impact Analysis (BIA)



ATO



CAB/TRB Approval Required



		



		

		System boundary

		Architecture, topology, port/protocol/service change

		Zone change implementations or inheritance of new services.

Updates to artifacts must be made, AAD, etc.

		CM-2, PL-2, PL-8, SA-3, CM-6, CM-8, CM-9, SA-10, PM-5, PM-7



Business Impact Analysis (BIA)



ATO



CAB/TRB Approval Required



		



		

		Security components

		Identification, authentication, authorization



New methods for authentication and/or identifiers added



Migrations between single factor and MFA

		New and modified control implementations must be tested. Security Control Assessment (SCA) required unless inheriting from existing system. 



Updates to all artifacts must be made, including AAD, Boundary information, etc.

		IA (all)



Business Impact Analysis (BIA)



ATO (new)



CAB/TRB Approval Required

		



		

		Security Components

		Security Controls – change in implementation standard or status

		New and modified control implementations must be tested via existing security processes. All changes must be documented within the AAD. Changes in controls that cause controls to no longer be “Satisfied” must be submitted as a Corrective Action Plan (CAP). 



		List specific controls changed



PL-2 (AAD)



Business Impact Analysis (BIA)



ATO



CAB/TRB Approval Required

		



		

		User Interface

		Updates to GUI including addition of new pages, new inputs

		New pages must go through 508 testing, static and dynamic code analysis to determine no additional threats or vulnerabilities exist. 



		CM-2, CM-3, CM-4



SI-10



Business Impact Analysis (BIA)



ATO



CAB/TRB Approval Required



		



		

		New or updated hardware

		Servers, communication devices

		If the equipment is updated with similar vendor and models, then minimal testing may be needed. However, if they are new models or vendors, with different configurations and settings, then it is considered a significant change. Equipment will need to be configured accordingly, and at minimum, have vulnerability and configuration scans performed on them.



		CM-2, CM-3, CM-4, CM-6, CM-7



PL-2 (AAD)



HW/SW List



AC-19, SI-4



CP-2



Business Impact Analysis (BIA)



ATO (new or significant change)



CAB/TRB Approval Required



		



		

		New or updated operating system

		Change in operating system

		If the software is updated with similar vendor and versions, then minimal testing may be needed. However, if they are significantly different versions (i.e.., not an “incremental version update”) or different vendors, with different configurations and settings, then it is considered a significant change. Affected systems will need to be hardened and, at minimum, have vulnerability and configuration scans performed on them.

		CM-2, CM-3, CM-4, CM-6, CM-7



RA-5 Vulnerability Scanning



CA-9(1) Configuration Scanning (STIG)



PL-2 (AAD)



HW/SW List



CP-2



Business Impact Analysis (BIA)





ATO (new or significant change)



CAB/TRB Approval Required



		



		

		New or Updated Security Software

		New Security Software or Perimeter Security Change

		If the software is updated with similar vendor and versions, then minimal testing may be needed. However, if they are significantly different versions (i.e.., not an “incremental version update”) or different vendors, with different configurations and settings, then it is considered a significant change. Affected systems will need to be hardened and, at minimum, have vulnerability and configuration scans performed on them.

		CM-2, CM-3, CM-4, CM-6, CM-7



RA-5 Vulnerability Scanning



CA-9(1) Configuration Scanning (STIG)



PL-2 (AAD)



HW/SW List



Business Impact Analysis (BIA)



ATO (new or significant change)



CAB/TRB Approval Required



Potential impact to multiple controls depending on nature of software



		



		

		Support Software

		New Support Software 





		If the software is updated with similar vendor and versions, then minimal testing may be needed. However, if they are significantly different versions (i.e.., not an “incremental version update”) or different vendors, with different configurations and settings, then it is considered a significant change. Affected systems will need to be hardened and, at minimum, have vulnerability and configuration scans performed on them.



		CM-2, CM-3, CM-4, CM-6, CM-7


RA-5



PL-2 (AAD)



HW/SW List



Business Impact Analysis (BIA)



ATO (new or significant change)



CAB/TRB Approval Required



		



		

		Vendor Patches

		Software, Servers

		Software patch updates that cause the baseline configuration, or security controls implementations, to change will need a re-authorization. All Software upgrades need to be tested pre-launch to prevent any issues. Affected systems will need to be hardened and, at minimum, have vulnerability and configuration scans performed on them.



		CM-2, CM-3, CM-4



PL-2 (AAD)



HW/SW List



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		









		

		System Boundary

		Change to Logical Access Points

		Vulnerability Scan is required

		AC-17, AC-2, AC-3, AC-18, AC-19, AC-20, 



CA-3, CA-7, 



CM-8, IA-2, IA-3, IA-8, MA-4, PE-17, PL-4, SC-10, SI-4



Business Impact Analysis (BIA)



ATO



CAB/TRB Approval Required

		



		

		Vulnerability (New or Existing)

		Attacks Developed

		Risk Assessment update, additional work as required. New and modified control implementations must be tested as part of the Configuration (Change) Management processes.

		RA-2, RA-3, CM-8, MP-4, SC-7, SI-2, CA-2, CA-7, CM-3, CM-5, CM-8, MA-2, IR-4, RA-5, SA-10, SA-11, SI-11



Business Impact Analysis (BIA)



CAB/TRB Approval Required

		



		

		Vulnerability (New or Existing)

		Attacks Succeed Elsewhere

		Risk Assessment update, additional work as required. New and modified control implementations must be tested as part of the Configuration (Change) Management processes.

		RA-2, RA-3, CM-8, MP-4, SC-7, SI-2, CA-2, CA-7, CM-3, CM-5, CM-8, MA-2, IR-4, RA-5, SA-10, SA-11, SI-11



Business Impact Analysis (BIA)





CAB/TRB Approval Required

		



		

		Vulnerability (New or Existing)

		Found (No Attacks Known)

		Add to Risk Assessment. New and modified control implementations must be tested as part of the Configuration (Change) Management processes.

		RA-2, RA-3, CM-8, MP-4, SC-7, SI-2, CA-2, CA-7, CM-3, CM-5, CM-8, MA-2, IR-4, RA-5, SA-10, SA-11, SI-11



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		



		

		System boundary

		New processing location(s)

		A new processing location will need to go thru re-authorization to ensure the system is secure from any issues or attacks

		PE (family)



CM-2, CM-3, CM-4, CM-6, CM-7



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		



		

		System boundary (environment)

		Change or Addition of Hosting Infrastructure or Site

		Full authorization is required. New and modified control implementations (for applicable applications) must be tested as part of the Configuration (Change) Management processes. Application obtains a new/updated ATO.

		PE (family)

 

CM-2, CM-3, CM-4, CM-6, CM-7



Business Impact Analysis (BIA)



CAB/TRB Approval Required



		








SECTION 3: VALIDATION/SECURITY TESTING



Please provide validation/security testing process as they relate to the change or any additional testing being done pertaining to this specific change. 



		Tool/Scan Type

		(Y/N)

		Testing Performed by 

		Testing /Method

		Testing Frequency

		Test Result Location

		Notes



		Configuration Scans (STIG)

		

		

		

		

		

		



		Vulnerability Scans

		

		

		

		

		

		



		Dynamic Code Testing

		

		

		

		

		

		



		Static Code Testing

		

		

		

		

		

		



		Pen Testing

		

		

		

		

		

		



		Optional

		

		

		

		

		

		







SECTION 4: OVERALL RECOMMENDATION FOR BUSINESS OWNERS



Using the information collected in Section 3: “Mitigation or Necessary Updates” and “Summary of Security Impact/Technical Overview/Risks Identified”, please provide a recommendation to the Business Owner on the status of the change.





Information System Security Administrator (ISSA) recommendation(s): 



[bookmark: Check1]Deploy to Production Environment without additional testing	|_|

[bookmark: Check2]Undergo Targeted Third-Party Security Testing	|_|

[bookmark: Check3]Undergo Security Control Assessment (SCA)	|_| 

[bookmark: Check4]Require System Owner Risk Acceptance to field to Production	|_|

[bookmark: Check5]Apply for a new ATO	|_|

[bookmark: Check6]Other (e.g. update documentation. Specify on following page)	|_| 







System Developer/Maintainer









Information System Security Administrator (or designee) Acknowledgement:









System Owner (or designee) Acknowledgement:






Optional Diagrams/Images/Information Highlighting the Changes/Notes



On this page provide diagrams/images of the changes or embed into document to assist with understanding the scope of impacts.  This can include updates versions of the XLC/TLC System Diagrams.  This may also include any results from validation/security testing or a description of other ISSA recommendations.  Recommendations not noted elsewhere can also be included here.
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Jet Powered Roller Skates
High-Level Data-flow Diagram v1.0
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High-Level Data-Flow Narrative: Customers must apply for Jet Powered Roller Skates (JPRS) permits in person
at Looney Tunes. After a customer is approved by Looney Tunes and receives the JPRS permit, [Looney Tunes
DB Connection Manager #1] pushes the permit information to Acme Corp [ACME SVR #2] for processing. Acme
Corp’s Business Tier server [ACME SVR #3] sends the Looney Tunes JPRS permit data to Acme Corp’s DB

server [ACME SVR #1] for storage and future processing.

Customers [CUSTOMER PC #1 / CUSTOMER MOBILE DEVICE #1] purchase JPRS directly from the Acme Corp
website [ACME SVR #2]. The Acme Corp Business Tier server [ACME SVR #3] validates the customer’s permit
status against the Acme Corp DB [ACME SVR #1]. If the customer’s permit is in good standing, Acme Corp’s
Business Tier server [ACME SVR #3] processes the order and emails [ACME SVR #4] a confirmation order

receipt to the customer.

Should the Acme Corp’s primary datacenter become unable to support customer requests, Acme’s Backup Hot

Site [ACME SVR #6, 7, 8, 9] will take over operations until the primary site services are restored.

Instructions: The purpose of this data flow
diagram is to graphically represent data in all forms
as it traverses systems including what changes the
data and where it is stored at any given time.
Examples of what could be represented in this
diagram include data elements (name, address,
phone, etc), data format, encryption and
compression, authentication, permissions, session
and registration (HTTP, SNMP, FTP, IRC, SSH,
SSL, TLS, DES, 3-DES, AES, SSH, IMAP, RPC,
SQL, NFS, API’s, Sockets and WinSock).
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